Securing your Linksys Wireless Router BEFW11S4
Abstract

Current implementations of the 802.11b wireless LAN standards have several potential
pitfalls for security. However, built in security mechanisms in the 802.11b protocol can
be used to mitigate most security risks.

Out of the box, the Linksys default configuration is insecure. This paper examines how to
configure the Linksys Wireless Access Point (BEFW11S4) in a manner which will
improve the security of the of your Wireless LAN

Introduction

Wireless networks are becoming increasingly common due to the ease and cost of
deployment of the LAN using wireless technologies. Wireless networks provide different
challenges than wired networks, especially in securing data in transit between the client
and the wireless access point. The wireless standard, 802.11b provides mechanisms for
securing wireless data, and despite the limitations of the standard when the provided
mechanisms are deployed and maintained in a systematic manner data can be secured
against all but the most determined and patient attacker.

This paper describes security strategies for the Linksys Wireless Access Point (WAP),
model BEFW11S4, Version 2, and the Linksys Instant Wireless Network Adapter
Version, model WCP11, version 3.

This paper assumes the user is familiar with the Linksys web-based management
interface, and how to use a web browser.

Configuration Recommendations

For the Linksys Wireless Access Point [ recommend the following configuration settings
to secure your wireless LAN.
1. Reset admin password
Reset default SSID
Disable SSID Broadcast
Change from default channel
Enable WEP with 128 bit key
Change Authentication Type to Shared Key

AT

The following sections will describe why and how you should do these steps.

Reset Admin Password

From the factory the Linksys WAP comes with a default password of “admin”. The
Linksys WAP uses a web based interface, and this interface is accessible to anyone on
your network. Because this is a wireless network, anyone who can access your network
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will be able to access the GUI interface and attempt to make changes. By setting the
password we will at least be able to prohibit unwelcome users from reconfiguring the
WAP.

The password is reset from the password tab. The password can be up to 63 characters.
3 http-/£192 168.1 1 /Passwd.htm - Microsoft Internet Explaorer
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| &Back ~ = - @ 2] 4| @Search GdFavortes (4History | By~ Sh - 5
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A LinksYSs®

For security reasons, you should set a password on
your router. Your password must be less than 64

PASSWORD characters.

Router Password: Iiddddddddddddddd( (Enter ey Passwordj

|iddddddddddddddd(

(Re-enter To Confirm)
UPnP Services: ¢ Enable & Disable

Restore

Factory Defaults: CReeRe

Apply Cancel

|€| ’_I_ﬁ Internet .

Figure 1 —Linksys Password Screen

The next three items are all on the setup tab of the GUI.

Reset Default Service Set Identification (SSID)

The service set identification (SSID) defines a network name for your wireless network.
In order to communicate the WAP and the client’s wireless interface must specify the
same SSID. The Linksys WAP comes with a default SSID of “linksys” The SSID is
easily sniffable, but changing it will at least deter the casual attacker.

The SSID can be up to 32 characters in length.
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a http:#/192.168.1.1 /index htm - Microsoft Internet Explorer = |F 1'
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This screen contains all of the router's basic setup
functions. Most users will be able to use the router's
default settings without making any changes. If you
require help during configuration, please see the user
guide.

Host Name: | (Required by some 15Ps)

Domain Name: (Required by soma 15P)

Firmware
rereon 1.44.2z, Dec 13 2002

U RIEGGICEEEE  (MAC Address: 0004 54 FA 83 51)

192 .i168 .|1 N {Device IP Address)
2552552550 | (Subnet Mask)

Wireless: (MAC Address: 00-90 4B07 97 07)
& Enable  Disable

SSID: linksys

SSID Broadcast: & Enable © Disable
Channel: |6 x| (Domain: Usa)

WEP: ¢ Mandatory ¢ Disable WEP Key Setting

(MAC Address: 00-48 54 8B-EB-BD)

[Obtain an IP automatically ¥| Ssjsct the Internet connaction Lype
you wish to use

;@ Done |—’_‘Q Internet
Figure 2 — Default Linksys Setup Screen

Disable SSID Broadcast

By default 802.11b broadcasts the SSID to the network to assist devices in finding the
network. By default the Linksys WAP enables SSID broadcast. In a closed SOHO
configuration this should be disabled.

Change Channel

By default Linksys is set to channel 6. Although it is a minor bit of obscurity it is a good
idea to switch to a different channel so a wireless interface in the default configuration
cannot access your network.

Enable Wired Equivalent Privacy (WEP)

By default 802.11b broadcasts network traffic in the clear. WEP is link-layer encryption
designed to provide confidentiality to the wireless network. WEP has some flaws which
limit its effectiveness, but WEP provides adequate protection to deter all but the
sophisticated and patient attacker.

In order to enable WEP, the WEP configuration needs to be set to “Mandatory” and the
key set. The following figure shows the settings on the Setup tab after the above have
been done.
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This screen contains all of the router's basic setup
functions. Most users will be able to use the router's
default settings without making any changes. If you
require help during configuration, please see the user
guide.

Host Name: | (Required by some ISPs)
Domain Name: (Required by some I15Ps)
Firmware
Version: 1.44.2z, Dec 13 2002
W RIS mac Address: 00.04 5A.FA8351)

192 _I168 _|1 .1 (Device IP Address)
2552552550 = | (Subnet Mask)

VITEIEEERS  (MAC Address: 0090 4B.07 97.07)
@ Enable © Disable

SSID: ihisisnuthedefaultSSlD

SSID Broadcast: ¢ Enable = Disable
Channel: |10 x| (Domain: USA)

WEP: @ Mandatory ¢ Disable WEP Key Setting

(MAC Address: 0048 54 8B-EB-B0)

[Obtain an IP automatically x| Selact the Internet connection type
you wish to use

;@ Done |—’_‘Q Internet
Figure 3 — Proper Settings Linksys Setup Screen

Setting the WEP Key

Linksys supports both 64-bit or 128-bit encryption. Because of WEPs inherent
limitations, it is best to use the 128-bit encryption option.

To set the WEP key, click the “WEP Key Setting” button on the main setup page. The
default is 64-bit WEP. Start by changing the setting to 128-bit, that will result in a
transformation of the page to that in figure 5 below.
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To create a new WEP key,
either enter a passphrase and
press the generate button, or
enter the key elements into
the table below.

|12SBit VI

Passphrase: I
Generate |

Key:
000000000000000000000000(

[
Figure 4 — Default WEP Key Setting Screen — 128 Bit

To generate a key you can use two methods. Either a manual key, or through entering of
a passphrase. I suggest the passphrase method since it is easier to remember, and
duplicate. The passphrase can be up to 31 characters long. Enter the passphrase and then
press the “Generate” button.

=8 WEP Key Setting - Microsoft Internet Explorer

To create a new WEP key,
either enter a passphrase and
press the generate button, or
enter the key elements into
the table below.

|128Bit 'I

[JabbatheHuttisslimel

Passphrase:
Generate

I

Key :
IFA1 879D6EAET86A3ECIFEC

Clear |

Apply | Undo |
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Figure S — WEP Key Setting Screen 128 Bit

Shared Secret Authentication

The Linksys WAP supports three authentication setting; open systems authentication,
shared-key association, and both. Open systems authentication permits any client to use
the WAP as long as they know the SSID. Shared-key authentication uses the WEP key as
a shared-key to be exchanged between the client and the WAP as a simple form of
authentication. WEP must be enabled to use shared-key authentication. The both setting
permits either or these methods to work. The default method in the Linksys WAP is

“Both”.

The authentication type is changed by going to the Advanced tab and then the wireless
tab and selecting “Shared Key” from the “Authentication Type” drop down menu.

92.168.1.1 /Wireless.htm - Microsoft Internet Explorer
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L Linksys"
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The advance Wireless Setting includes Beacon Interval, RTS Threshaold,
Fragmentation, DTIM interval, Rates, Authentication Type etc.

WIRELESS

Firmware Version:
Beacon Interval:

RTS Threshold:

Fragmentation
Threshold:

DTIM Interval:

Basic Rates:

TX Rates:

Preamble Type:

Authentication Type:

Antenna Selection:

Station MAC Filter:

1.1.2

|1DD (rsec, range: 1~65535, *100)

|2432 (range: 256~2432, *2432)

|2345 (range: 256~2346, *2346, even number anly)

|3 (range: 1~BEE3E, *3)

1-2 MBps (defaulf) *

| 1-2-6.5-11 MBps (default) =]

|L0ng Freamble (default) j

| Default (defaul) "I

' Enable & Disable

Active MAC Table | Edit MAC Filter Setﬁng

App\yl Cancel |

[T Bwem

|£ Daone

Figure 6— Authentication Type Setting Screen
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Maintenance

According to research, the limitations of the WEP encryption mean that the key can be
derived if five to six million packets are captured and analyzed. If you want to ensure the
security of your data changing your WEP key regularly should be part of your
maintenance steps. [ would recommend changing it once a week or more depending on

usage.
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